CIl M Server Security

Local CIMdients Authentication

Aut hor :
Bapu Patil (bapu patil@hp.com|)
Hew et t - Packard Conpany

Author: Bapu Patil Page 1 Local CIM Clients Authentication


mailto:bapu_patil@hp.com

CIM Server Security: Local CIM Clients Authentication

Purpose

Purpose of this document is to provide an overall overview of how authentication is handled by
CIM Server to authenticate local CIM Client applications. This is to ensure the user of the process
has permissions to use the local CIM Clients. This document however will not include how the
authentication is handled for remote CIM Clients.

Authentication

Authentication is a process of verifying the identity of a user, or other entity in a computer system,
as a prerequisite to allowing access to the resources in a system.

Requirements

=  Support authentication over local communication channel.
» Ensure CIM requests are authenticated for the logged in user without the client providing a
password.

Authentication over Local Channel connection from the Clients

To ensure security over Client Local Channel connection, there will be a local authentication
security mechanism designed where the CIM clients would require opening a session before
sending any CIM requests to the CIM Server. The session opening will include local clients
passing user name to CIM Server for authentication purposes. CIM Server will challenge the
local CIM Client to make sure that the client user has permission to use the application. These
local clients will be authenticated using the HP-UX file system security mechanism.

Local CIM Clients wish to connect to CIM Server must pass user name to CIM Server. CIM
Server will use specified user and will create a file on local system (file name will include a
uniquely generated identification), generates a random data and writes to this file. It then sets the
client user as the owner of the file with read-only permission for only this user. CIM Server will
then send this file name to CIM Client. CIM Client should read the file and send the content over
to CIM Server. CIM Server will authorize the client and open the Channel to communicate.

Author: Bapu Patil Page 2 Local CIM Clients Authentication



Design Overview
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Authenticator

+ verifsduthenticate [ Channel *) © boof S
+ proveduthenticate [ Channel * ) bool

i

LocalAuthenticator

+werifphuthenticate ( Channel =3 ; hool
+ proveAuthenticate ( Channel ) : hoal

+ recyResponse { Channel * char *data ) int
+ recwChallenge { Channel *, char*data) :int
+ sendResponse ( Channel *, char *data, int size ) @ int
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*ServerHandler

«CIMClient

LocalAuthUtils

- _user [MAXDATA] : char

- _filename [MAXDATA] : char
- randomTokenString ; char*
- randomToken ; long

+ LocalAuthlUtils € 3 :

+ ~Lacalduthitils ()

+ createFile ( char *faruser) : char®

+ campareContents ¢ char *data ) bool
+ deleteFile { ) hool

- makeEntry { char *fileMame ) : vaid

- changeFileOwner { char *filekame ) ;int
- generateRandomTakenString { ) : woid
+generateRandomToken { ) ;void
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Calling Local Authentication on CIM Server Side

1

I Here is a sample code that will call Local authentication on Server side. This code will go in
Il Pegasus/Server/ClientConnection.cpp

1
Bool ean C i ent Connecti on: : handl eQpen( Channel * channel)
{
_channel = channel;
DDD( cout << "Handl e Open" << endl;)
/1 Handl es File system based | ocal authentication
Aut henti cator* aut hHandl er =
(Aut henti cator *)new Local Aut henticator();
/1 Block for authentication
_channel - >enabl eBl ocki ng() ;
Bool ean aut hori zed = aut hHandl er->veri f yAut henti cat e(_channel );
_channel - >di sabl eBl ocki ng();
if ( authorized !'= true )
{
/1l we just send false
Logger: : put (Logger: : TRACE_LOG
"Server Handl er", Logger: : | NFORVATI ON,
"Aut hentication : Not a Valid Cient ");
return false;
}
el se
{
Logger: : put (Logger: : TRACE LOG
"Server Handl er", Logger: : | NFORVATI ON,
"Authentication : Awvalid client ");
return Handl er:: handl eCpen(channel ) ;
}
}
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Calling Local Authentication on CIM Client API Side
1

/I Here is a sample code that will call Local authentication on client side. This code will go in

/I Pegasus/Client/CIMClient.cpp
1

/**

*

* CIMClient - used by local clients applications that wish to connect.
* The client may pass the process owner nanme or this will

* the current process owner id.
*
*/
CIMCient::ClMient(char* user Nane,
Sel ector* sel ector,
Unt32 timeQut M | 1iseconds)

_channel (0),
_timeQutM I liseconds(tineCQutMIIiseconds)
{
_selector = selector;
if (userNane != NULL || strlen(userNane) > 0)
{
_user = user Nane;
}
el se
{
/1 1f the user name is null we will get current
/1 process owner
/1 Should wite getCurrentlLogi nNane() in Systens.
/1
_user = System :getCurrentlLogi nNane();
/1 we just error out - Null user
if ( _user == NULL )
t hrow Aut henti cati onFail ed(" Unknown User ");
}
}
/1

/1 Now respond to server challenge after connect
/1
/1
void CIMJient::connect(const char* address)
{
i f (_channel)
t hrow Al readyConnect ed();

Channel Handl er Factory* factory =
new Cl i ent Handl er Fact ory(_sel ector);

TCPChannel Connect or* connect or
= new TCPChannel Connector (factory, _selector);
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/1 ATTN-A: need connection timeout here:
_channel = connector->connect (address);

if (!_channel)
t hrow Fai | edToConnect () ;

/1

/1 handl e client side authentiocation

/1 Added the supoort for client side |ocal authentication nodule
/1

/1 The local those wi sh to connect through channel nust be

/1 authenticated by CI M Server

Aut henti cator* aut hHandler =
(Aut henti cator *)new Local Aut henticator();

/1 Block for authentication
_channel - >enabl eBl ocki ng() ;
Bool ean aut hori zed =
aut hHandl er - >pr oveAut henti cat e(_channel, _user);
_channel - >di sabl eBl ocki ng();

if ( authorized !'= true )

{

/1 we just close the channel and error out
/1 Not a Valid dient

_get Handl er () - >handl eC ose(_channel ) ;
t hrow Aut henti cati onFail ed((char *)" Unknown user");

}
el se
{
/] LOG this
//a Valid dient
}
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